Supervision and Electronic
Technology during Reentry:

An Overview of New Trends and Applications

This training session was developed by the American Probation and Parole Association, in partnership with the
National Reentry Resource Center, with assistance from the NLECTC Corrections Technology Center of

Excellence and is made possible through funding by the Bureau of Justice Assistance, U.S. Department of
Justice.
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Who are we?

NLECTC is a program of the National
Institute of Justice (NIJ)

Centers of Excellence have been
established to support criminal justice
Corrections Technology Center of
Excellence (CoE) supports NIJ's Research,
Development and Test & Evaluation
activities
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Who are we?

CoE assists NIJ and the field by:

Identifying practitioner technology requirements
Assessing proposed and ongoing NIJ projects

Conducting operational evaluations and
demonstrations

Developing technology guidebooks and standards

Providing technical assistance on technology
Issues
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Overview of Technologies

Will discuss technologies which aid in the
supervision of offenders

A 50,000 foot overview
Can provide more in-depth follow-up later




Overview of Topics

Location Technologies
Drug Detection Technologies
Computer Monitoring
Automated Reporting
Other Emerging Technologies







Location Monitoring Technologies

Miender Travking NMap

Voice Verification
Home Monitorin
Offender Trackin
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Voice Verification

A low cost alternative to home detention or
offender tracking

Random calls confirm an offender’s presence
at “inclusion zones” using Caller ID and VV




Voice Verification Pros and Cons

Pros
Inexpensive
Monitors inclusion zones

Random calling results in good compliance
Cons

No tracking is accomplished
Some offenders will risk a violation

No exclusion zone monitoring

2
|

CHANGE.

RESOURCE CENTER




Home Monitoring Systems

Uses a transmitter tethered to an offender’s
ankle to communicate to a home monitoring
receiver
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Home Monitoring Systems

Uses a transmitter tethered to an offender’s
ankle to communicate to a home monitoring
receiver

The receiver calls a monitoring station to
report the “"Enters” and “"Leaves” of the
offender from his/her residence

The monitoring center compares the data
received to the offender’s schedule
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Alcohol Monitoring Option
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Uses digital photography
Fingerprint biometrics
and/or voice verification



Home Monitoring Growth

1015 Home Monitoring Devices in US (est.)
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Offender Tracking Systems

Actively or passively monitors an offender’s
location at or away from the home
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Offender Tracking Systems

Actively or passively monitors an offender’s
ocation at or away from the home

nclusion and exclusion zones are created as
nart of a schedule

The location of the tracking device is
compared to the schedule that has been
made for the offender
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Offender Tracking Growth

Over 5o,000 offenders currently tracked by
GPS technology (July 2009)

GPS Units in Use
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Offender Tracking Growth

Over 5o,000 offenders currently tracked by
GPS technology (July 2009)

Fastest growing uses are with sex offender,
domestic violence cases and jail diversion
cases

49 states have requirements for sex offender
tracking

Other uses include gang disruption and high
risk offender monitoring



Location Technologies Advances

Next generation cell phones

Additional satellite location systems
Galileo (Europe)
Glonass (Russia)
Compass (China)

Improved GPS with multi signaling

WiFi and WiMax

Inertial Navigation and MEMs Altimeters
Cell tower trilateration

Integration of all location technologies



Ubiquitous Location Technologies

Location and connectivity convergence:
Connecting everything, everyone and
everyplace in a location-aware world

"We are moving towards a world where you have billions of
sensors, connected to the cloud through a multiplicity of devices”

Kanwar Chadha

Founder of Sirf Technology Holdings
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Offender Tracking Standard

NIJ will release voluntary standards for
offender tracking equipment next year
Ergonomic/Physical Attributes
Robustness
Circumvention
Technical Operations
Software Requirements
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Notable Standard Issues

The Offender Tracking STC has been asked to
look at Data Exchange Standardization

The Community Corrections TWG has
recommended a national repository of
offender tracking points
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Did you know. . .

GPS does not work in many indoor
environments where offenders spend much
of their time?

Jammers and foil are used to defeat tracking?




Did you know. . .

GPS does not work in many indoor
environments where offenders spend much
of their time?

Jammers and foil are used to defeat tracking?
Selecting the appropriate offender tracking
vendor relies heavily on your agency’s
geographic location?

There are major advantages and
disadvantages to both one-piece and two-
piece systems? Do you know what they are?






Did you know...

There are at least 10 technologies used to
detect drug usage with offender populations?
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Drug Detection Technologies

Blood Analysis
Urinalysis

Saliva Testing

Breath Analysis

Hair Analysis
Transdermal Patch
Transdermal Fuel Cell
Pupilometery
Actigraphy

NIR Spectroscopy



Did you know...

There are at least 10 technologies used to
detect drug usage with offender populations?

That two tests (using different technologies)
conducted at the same time can produce two
different results...and both be right?
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Detection Windows

Amphetamine
Barbiturate
Phenobarbital
Benzodiazepine
Cannabinoids (THC)
Occasional user:
Chronic user:
Cocaine metabolite
Methadone
Methamphetamine
Methaqualone
Opiates
Phencyclidine (PCP)
Propoxyphene

2-4 days
3 days
2 weeks or longer

up to 2 weeks

up to 10 days
30 days or longer

2-3 days
2-4 days
2-4 days
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3-8 days
3-7 days

0-3 days
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Did you know...

There are at least 10 technologies used to
detect drug usage with offender populations?

That two tests (using different technologies)
conducted at the same time can produce two
different results...and both be right?

Many new designer drugs are not detected
with traditional screens?



New Drugs of Abuse

Designer stimulants sold as bath salts
Synthetic marijuana

y(PremiumBlenidHerbal.com 7

The Worlds Finest Bath Salts & Herbal Incense Blends™ __J
COME CHECK OUT OUR NEW

BATH SALT SAMPLER
onLy $59.99

FREE USPS PRIORITY SHIPPING!!




Continuous Alcohol Monitoring

Measures alcohol through insensible
perspiration

Algorithms can be used to identify drinking
events

Usually technicians are needed to confirm

behavioral patterns
e "N




AMS SCRAM Graph

Shows several significant events
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Bl, Inc. TAD Graph

Shows non-confirmed alcohol events

Agency: _Comect Tech LLC

B/

TAD Activity Graph
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G4S (ActSoft) Graph

Shows alcohol levels

Alcohol Level Over 15 Hours
Five 12 oz beers consumed between 17:00 and 20:00
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CAM Vulnerabilities

Environmental alcohol is everywhere
Zero tolerance monitoring not practical
Use of interferants to cover drinking

Use of a barrier to interfere with results




Remote Alcohol Detection

Portable alcohol detection using cellular
technology

Currently offered by SoberLink with others on
the horizon




Remote Drug Detection

The “Holy Grail” of corrections technology ( )

Many technical hurdles to overcome N J







What Offenders Do on Computers

lllegal Sales
Craig’s List
Fraudulent Sales
Bait and Switch
ldentity Theft
Phishing
Wiring Fraud
Malicious Viruses
Sex Offender Crimes



Sex Offender and Computers

Registered sex offenders in 1996 - 185,393
Registered sex offenders in 2006 - 644,865

Increase of 248% in 10 years
60% are being supervised in the community

What strategy is your agency taking to monitor
your sex offenders’ computer use?
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Did you know...

Hundreds of thousands of websites offer illegal
child porn?

Could your offenders be involved?

How would you know?

Source: http://www.healthymind.com/s-porn-stats.html

*

\ RESOURCE CENTER

CHANGE.




Computer Crimes Resources

Internet Probation & Parole Control (IPPC)
RemoteCom

WebWatcher

COFEE — Microsoft’'s Computer Online
Forensic Evidence Extractor for LE

Field Search

*
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NLECTC Software

An NLECTC initiative — It's free!
Thumb drive based software for the field
For non-technical criminal justice personnel

Quickly and efficiently searches an offender’s
computer

Creates a detailed report of the findings

® Search







Did you know...

Many jurisdictions have officer caseloads of
over 5oo?

"Intensive Supervision” in some jurisdictions
is defined as caseloads with 100 or less?
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Automated Reporting Technologies

Call-in Services
Kiosk Systems
Internet Reporting




Automated Reporting Applications

Using technology to get a handle on out of
control caseloads.

Used on lower risk offenders

Many systems offer fee collection services
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Real Time Video

TASER is introducing an “over-the ear”
camera

Buffers video for up to 5 minutes
Reduces aggression
Uses GPS & narration




Interlock Advances

Toyota is now considering the technology
One proposal incorporates NIR Spectroscopy
Sober Steering’s pilot on school buses

BREITBART

Toyota developing anti-drunk driving gadget

Aug 31 06:20 AM US/Eastern

o

Toyota Motor said Monday it was developing anti-drunk driving equipment that would lock
the ignition of a vehicle if high levels of alcohol are detected in the driver.

The system features a hand-held breathalyser, equipped with a digital camera, that detects
alcohol consumption and photographs the driver's face for identification, a company
statement said.

If the
depending on the level of alcohol d

river tests positive, the system either wams him or her, or locks the vehicle's ignition
ted, Toyota said

alll
AN

The carmaker is conducting tests with affiliate truck maker Hino Motors, and will install the equipment in selected trucks and
other vehicles of flest customers that include companies and government organisations.

The device will alert fleet administrators if the driver is detected with excessive alcohol levels, Toyota said

n Motor is currently developing similar equipment. In the
legisiation requiring drunk driving offenders to install breathaly:

certain states earlier this year passed
ignition locks in their cars




Instant Language Translation

Instant free form language translation
anytime anywhere

Reduces the need for specialized caseloads
Duty officer applications




Automated Analysis of GPS Points

Assistance with review of daily tracks
Social networking analysis

Common locations visited

National repository of GPS location points
Predictive potential of success/failure
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Heat Map - Drug Offenses
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Tracking Points within Hot Spots
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Corrections Technology

Resource Center

COMING SOON

https://femresourcecenter.nlectc.du.eduy



For More Information

George Drake

Community Corrections Program Manager,
NLECTC - Corrections Technology COE

george.drake@-correctionscoe.org

(505) 917-2677
http://www.justnet.org

L
tive [l -

CHANGE.

RESOURCE CENTER




€ _ (he NATIONAL REENTRY
o & RESOURCE CENTER

A project of the CSG Justice Center

(877) 332-1719

This presentation was prepared by the Council of State Governments Justice Center.
Presentations are not externally reviewed for form or content. The statements reflect
the views of the authors and should not be considered the official position of the CSG

Justice Center, the members of the Council of State Governments, or the U.S.
Department of Justice.



